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I.1  Over the past three decades, a silent 

revolution has been transforming the world, its 

tides sweeping across advanced and developing 

economies alike, with countries like India riding its 

crest. The speed and scale of the digital revolution, 

as it is ubiquitously known, has eclipsed all past 

revolutions. Over the past decade itself, the global 

digital economy has grown 2.5 times faster than 

the physical world economy to account for more 

than 15 per cent of global GDP (UN, 2023). As 

the political commentator and author Thomas 

fast, to smart, to deep (Friedman, 2019)!

I.2  Digital technologies are reshaping our 

lives through their impact on economic growth, 

employment, consumer welfare and living 

standards. Process innovations are rapidly being 

generated, markedly in information collection, 

storage and exchange. Digital technologies are 

democratising innovation and entrepreneurship, 

being less costly than conventional technologies 

innovators into entrepreneurs (Panagariya, 

2022). Perhaps the most dramatic effects of 

digitalisation are evident in the metamorphosis 

network externalities. Financial transactions are 

seamlessly and with precision. 

I.3  India is at the forefront of the digital 
revolution. As the next section portrays, it 

speeding up digital payments but also the 
celebrated India Stack comprising biometric 

(UPI), mobile connectivity, digital lockers 

and consent-based data sharing. The digital 
revolution is galvanising banking infrastructure 

collections. Vibrant e-markets are springing up 

and expanding their reach. It is estimated that 
the digital economy currently accounts for a tenth 
of India’s GDP; going by growth rates observed 

over the past decade, it is poised to constitute a 
3).

Digitalisation has fundamentally transformed the global economy, reshaping economic growth, employment, consumer 
welfare and living standards. In the adoption of digital technologies, the internationally recognised India Stack, a 
growing FinTech ecosystem and a burgeoning digitally-inclined population, combined with expanding internet and 
mobile connectivity, are driving India to become the fastest-growing digital economy. While digital technologies 
offer various opportunities for India, such as faster growth, financial inclusion and seamless fiscal transfers and 
cross-border payments, they also present challenges related to cybersecurity, data privacy and concentration risks. 
Balancing financial stability, customer protection and fair competition in this dynamic landscape, the Reserve Bank 
is actively involved in developing a safe, efficient and robust digital ecosystem.

* This chapter has been prepared by a team comprising Michael Debabrata Patra, Sarat Dhal, Rakhe Balachandran, Sakshi Awasthy, Kunal 
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I.4  Several enabling forces have come 

together to energise this revolution. Although 

internet penetration in India was at 55 per cent in 

2023, the internet user base has grown by 199 

million in the recent three years (IAMAI-Kantar, 

2024). India’s cost per gigabyte (GB) of data 

consumed is the lowest globally at an average 

2024). India also has one of the highest mobile 

data consumption in the world, with an average 

per-user per-month consumption of 24.1 GB in 

2023 (GSMA, 2024; Nokia, 2024). There are 

about 750 million smartphone users, which is 

is expected to be the second largest smartphone 

2022). India has the world’s third largest startup 

ecosystem with over 1.4 lakh startups and over 

100 unicorns (DPIIT, 2024; Tracxn, 2024a). The 

heavily tech-based startup ecosystem includes 

various sectors like FinTech platforms, viz., 

insurance and payments, gaming, software as a 

service (SaaS)-based tools, logistics, healthcare 

services, education technology, e-commerce 

and online markets. India has also leveraged on 

public-private collaboration in the digitalisation 

of its economy, with the government working on 

telecom infrastructure projects with multinational 

investors. Since 2015, the “Digital India” initiative 

has been expanding digital infrastructure across 

the country and further reforms are either 

operational such as the Open Network for Digital 

BharatNet project, investments in developing 5G 

digital public infrastructure, the digital rupee and 

the development of data centres. 

I.5  With India on course to reap late mover 

advantages to become the fastest growing digital 

economy in the world with a digital ecosystem 

the theme of this year’s report, India’s Digital 
Revolution, virtually selects itself. In this chapter, 
we peer into the future at the fundamental ways in 
which it will impact our developmental aspirations 

play in Section 2. Section 3 takes on a forward-
looking perspective, evaluating the exciting 
opportunities that digitalisation is likely to throw up 

intelligence (AI). Section 4 assesses the trade-
offs involved in the challenges of digitalisation, 
sometimes considered as a disruptive technology 
at least in respect of traditional technologies, the 
labour market and the like. Digital transformation is 
also resource-intensive in demanding substantial 
investment in technology, learning, infrastructure 
and above all, adaptability of employees and 
management to new digital tools and processes. 
Digitalising operations can expose entities to 
potential cyber threats and data breaches, 
necessitating robust cybersecurity measures. The 
adoption of AI also brings challenges, including 
ethical concerns, data privacy and potential 
malicious use. Recent policy initiatives by Reserve 
Bank of India (RBI) are discussed in Section 5. The 

the structure of the rest of the report, the theme of 

contribution of any economic transaction involving 
both digital products and digital industries to GDP 
- digital products being goods and services with 
the main function of generating, processing and/or 
storing digitised data (ADB, 2021). Digitalisation 
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levels of infrastructure, regulatory frameworks 
and technological readiness. For countries like 
India, Malaysia and Thailand that have been fast 
adopters, the service-oriented structure of their 
economies has fostered deeper forward linkages 

technologies (Bech et al., 2018), with digital 
payment platforms, contactless cards and mobile 

nations1 are contributing a larger share to total 
cashless payments than advanced nations 

with a share of 48.5 per cent in global real-time 

remittances that are increasingly being effected 
through mobile money and digital platforms are 

funds from a range of investors, resulting in the 

total value of FinTech investments standing at 

is one of the top recipients of FinTech funding 

2023 (Tracxn, 2024b).2 Along with FinTechs, large 

technology companies (hereafter BigTechs) have 

I.9  Advancements in digital payment systems, 

along with the increasing presence of FinTechs 

1

2
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shifting the global credit markets. Lending from 

FinTechs and BigTechs has steadily increased from 

in 2019, with BigTech credit projected to reach 

competition between traditional lenders and new 

et al., 2020; Asian Banker, 2022). 

2.1 The Indian Experience 

I.10  India’s digital revolution is a blend of 

government-led initiatives and enabling regulatory 

Reserve Bank and the Securities and Exchange 

traverses four phases since independence 

(Box I.1). 

Phase I: Digital Awakening (1950s-1980s)

computers were mainly seen as labour-saving tools 

and faced strict controls due to fear of unemployment. 

paved the way for electronic data processing in banks, 

introduction of automated teller machine (ATM) networks 

and credit cards, and the implementation of BANKNET3 

systems. Banks progressed from standalone computers to 

local area networks (LANs) and to core banking platforms. 

Phase II: Liberalisation and the InfoTech Boom (1990s)

During the 1990s, India underwent advancements 

in computer and telecommunication technologies, 

3 The Reserve Bank recognised the pressing need to harness information technology for intra-bank and inter-bank communications in the 
1980s and set up BANKNET as the communication network for the banking sector. 

(Contd...)
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4

5

Switch (NFS) in 2004, the Immediate Payment Service (IMPS) in 2010, Aadhaar enabled Payment Systems (AePS) in 2010, the RuPay 
Bharat 

Bill Payment System (BBPS) in 2017, among others.
7

telecom developments in the preceding decade like 

advancements and modern digital banking. The granting 
of statutory recognition to the SEBI, the establishment of 
the National Stock Exchange (NSE) and the subsequent 
shift from public outcry systems to dematerialisation 
of securities democratised access to capital markets. 
Following the recommendations of the Narasimham 

4 and active support of the Reserve Bank5, the 
decade saw rapid technological modernisation in banking, 
including the launch of the Indian Financial Network 
(INFINET) and the adoption of internet banking during 
the late 1990s. Rising competition from private banks 
and growing customer expectations drove public sector 
banks to embrace large-scale information technology 

and telecom industries grew to cater to the increasing 

supportive central and state government policies.

Phase III: Building the Institutional and Legal 
Framework (2000 – 2016)

The Information Technology Act of 2000 set the stage by 
providing legal recognition to electronic transactions and 

systems such as the introduction of Real Time Gross 
Settlement (RTGS) in 2004 and National Electronic Funds 
Transfer (NEFT) in 2005, the Payment and Settlement 
Systems Act of 2007 was enacted to support the rapidly 
growing payments industry. The National Payments 

led the shift towards digitalisation of retail payments that 

 
The Indian Financial Technology and Allied Services 
(IFTAS) was set up in 2015 to provide crucial IT services 

institutions. Supporting these initiatives, the government 
undertook key initiatives such as the Aadhaar project 

Transfer scheme (2013) and Pradhan Mantri Jan-Dhan 
Yojana (2014), which promoted affordability, reliability and 

Jan Dhan-Aadhaar-
Mobile (JAM) trinity. The Digital India Mission (2015) 

enhance digital infrastructure and innovation. In its debt 
management function, the Reserve Bank promoted a 
robust government security (G-sec) market through the 
Negotiated Dealing System – Order Matching (NDS-OM) 
platform for anonymous order matching in the secondary 
market transactions, followed by the fully digital Retail 
Direct Scheme in 2021. 

Phase IV: Digital Financial Innovation at Centre Stage 
(2017 onwards)

By 2017, India established a robust digital infrastructure, 
positioning itself as a leader in innovative, large-scale 
payment systems.7

round-the-clock availability of all major payment systems, 

payments, feature phone payments and conversational 

internationalisation of home-grown payment modes is also 
progressing rapidly, enabling cross border transfers and 
projection of India’s soft power. 
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The two fundamental drivers of this wave of 

through mobile, internet-connected devices 
and communication networks; and (b) low-cost 
computing and data storage.

I.12  India is home to the second largest telecom 
subscriber base (TRAI, 2023) and internet user 

digital enablers has been powered by competitive 
offerings by telecom operators, advent of global 
tech giants and among the cheapest data prices 

I.13  The average time Indian users spent 
online i.e.

2023, Indian internet users logged the second 

ai, 2024). The median mobile download speed has 

i.e., 

Jan Dhan 

I.11  India has one of the largest digitally 

Aadhaar 
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also increased, climbing from 1.3 Megabits per 
second (Mbps) in 2014 to 107.03 Mbps in June 
2024, partly driven by the rollout of 5G (Vaishnaw, 
2023; Ookla, 2024). 

2.2 Digital Public Infrastructure

I.14  India’s foundational Digital Public 
Infrastructure (DPI) – the India Stack – has use 
cases across a spectrum of economic activities 
that allow private and public players to innovate 

Built on the pillars of providing DPI as a public 
good, encouraging private innovation by providing 

regulatory framework and empowering individuals 
through a consent-driven data-sharing framework, 
India Stack has facilitated population-scale 
delivery of services in a cost-effective manner, 

Silva et al., 2019; Alonso et al., 2023).

I.15  The identity layer of India’s DPI enables 

on demand without the need for physical 
presence and facilitates seamless authentication, 

Since its inception in 2009, the 12-digit Aadhaar 
has become the world’s largest biometric-based 

covering 98 per cent of the population (UIDAI, 

the Pradhan Mantri Jan Dhan Yojana
propelled Aadhaar-linked bank accounts for 52.5 
crore citizens, increasing threefold since 2017. 
More than 50 per cent of the account holders are 

has more than doubled in 10 years from 35 per 
cent in 2011 to 78 per cent in 2021 (World Bank, 
2021). 

billion Aadhaar-based authentications and 20 

authentications.8 This has helped to formalise 

Jan Dhan

8 Jeevan Praman
age Governance (UMANG) app.

RuPay 
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the economy, with the Goods and Services Tax 

Network (GSTN) onboarding 1.4 crore taxpayers 

have streamlined subsidies and reduced leakages, 

unique) in 2023-24. The DBTs have resulted in an 

years till March 2023 (DBT, 2024). The e-delivery 

of government services has expanded across 

I.17  Under the payments layer, the 

development of a real-time, round-the-clock, 

scalable and interoperable retail payment option 

is enabled by the UPI. It powers multiple bank 

accounts into a single mobile application, merging 

several banking features, seamless fund routing 

and merchant payments. The payment platform 

has facilitated secure, convenient and low-cost 

transactions between individuals, businesses and 

I.18  Digital payments have recorded a 

cent and 10 per cent in volume and value terms, 

respectively, in the last seven years9 involving 

in 2023-24. Payment infrastructure has also 

received a boost from the Payment Infrastructure 
10 

I.19  The UPI has seen a tenfold increase in 

volume over the past four years, increasing from 

12.5 billion transactions in 2019-20 to 131 billion 

9 Between 2017-18 and 2023-24. 

10
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transactions in 2023-24 - 80 per cent of all digital 

nearly 14 billion transactions a month, buoyed 

by 424 million unique users in June 2024. The 

surpassing of UPI transactions volume for peer-

to-merchant (P2M) transactions over the peer-to-

peer (P2P) segment and high volume for small-

value transaction categories indicate its high 

usage. 

I.20 The data exchange layer provides a 

standardised, consent-driven and interoperable 

platform on which individuals, businesses and 

government agencies can securely share and 

access data for various purposes. Under the 

Account Aggregator (AA) framework, entities 

by the Reserve Bank. AAs are built on the Data 

Empowerment and Protection Architecture (DEPA), 

which serves as consent managers, empowering 

and exchange it with third-party institutions. Since 

nearly 80 million individuals and companies have 

through AAs. Adoption is increasing rapidly, with 

around 40 million new accounts being linked in 

2024 alone so far (Sahamati, 2024). DigiLocker, 

the online cloud-based document depository, has 

issued more than six billion documents, catering 

to 300 million users in 2024 (DigiLocker, 2024). 

India has also enacted a Digital Personal Data 

Protection Act (DPDP Act) in 2023 to navigate the 

trade-off between ensuring effective regulation 

and maintaining individual privacy (Annex I.2).

2.3 Internationalisation of Digital Public 
Infrastructure

I.21 India’s DPI is going global by a) 
collaborating with other nations to develop 
digital identity solutions under the Modular Open 
Source Identity Platform (MOSIP) programme; b) 
interlinkage of the UPI with fast payment systems 
of other nations like Singapore’s PayNow, the 
United Arab Emirates’ (UAE) Instant Pay Platform 
(IPP) and Nepal’s National Payments Interface 
(NPI) for cost-effective and fast remittances; c) 
partnering with other central banks and foreign 
payment service providers to broaden UPI and 
RuPay acceptance beyond geographical borders, 
such as in countries like Bhutan, Mauritius, 
Singapore and the UAE; and d) sharing the Beckn 
protocol11 with nations to provide their public and 
private services through open, lightweight and 

I.22 Digitalisation is unlocking opportunities 
across various sectors of the economy. In this 

11

standardised manner irrespective of the technology form or medium of exchange.

via

RuPay
RuPay

RuPay
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section, the focus is on areas where digitalisation 
has permeated and has the potential to make 

(ii) addressing gender, economic and social 

agriculture; (iv) enabling seamless cross-border 

and sustainability. In the process, economic value 
generated by DPIs is expected to rise to 2.9 - 4.2 

lifting India’s growth while improving total factor 
productivity (Box I.2).

contribution of information communication and technology 
12 to productivity (Kallal et al., 2021). Over the period 

function using KLEMS13 data with real gross value added 

(VA) at basic prices as a function of total factor productivity 

  ... (1)

Assuming constant returns to scale, equation (1) can be 

  ... (2)

Based on factor income shares which are estimated to 

potential growth paths under different assumptions on 

factors of production shows that in the business as usual 

(BAU) Scenario assuming all factors of production grow at 

historical trend rates and factor productivity growth remains 

constant, the economy can achieve a growth of 7.1 per 

cent by 2030, converging thereafter to its long run trend 

higher growth path as indicated in Scenario 1, reaching 

8.1 per cent by 2030 and 7.0 per cent by 2047 (assuming 

 

investment growth years), while investment growth in 

12 Includes IT equipment, communications equipment, and software.

13

the Reserve Bank to analyse productivity performance in the Indian economy at a disaggregated industry level.

2030 2047

Business as usual (BAU) 7.1

marginal increase in labour and productivity

8.1 7.0

investment, given marginal increase in labour 
and productivity

8.2 7.0

investment, augmented by increase in labour 
employment and improved factor productivity

9.2 8.0

 RBI staff estimates.

(Contd...)
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higher growth path. Growth is, however, constrained by the 

current level of labour employment and factor productivity. 

In this case, growth can reach 8.2 per cent by 2030. 

diminishes, causing the growth rate to converge to that 

of Scenario 1. As investment’s contribution to growth 

diminishes with increase in the capital-to-output ratio, the 

investment-led growth path may lose momentum unless 

supported by reforms that focus on productivity, human 

capital and higher labour force participation (RBI, 2022). 

This is corroborated by Scenario 3 where the maximum 

growth is achieved with a peak of 9.2 per cent by 2030 

employment and improved total factor productivity. 

crucial role of digital infrastructure. While it is necessary, it 

This hinges on technology driven momentum being 

accelerated by higher employment and improved factor 

productivity. 

Technological Forecasting and Social 

Change, 162.

Reserve Bank of India. (2022). Revive and Reconstruct. 

3.1 Financial Inclusion

I.23  Digitalisation offers a unique and dynamic 

services to the entire population, especially 
disadvantaged and voiceless sections, thereby 
formalising the economy. Globally, there has been 

per cent of the adult population in 2014 to 74 per 

I.24  The evolution and adoption of technological 
advancements have led to massive improvement 

2021). Globally, there has been a notable increase 
in the use of mobile money accounts, bridging 
the gap between retail accounts and payments 
in emerging market and developing economies 
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inclusion in India by application of digital 
technologies is high in view of existing conditions. 

evident in the Reserve Bank’s Financial Inclusion 
Index and narrowing account access gap between 
income groups. In addition, usage has increased 
in borrowings, remittances and the receipt of 

Second, in ru

population consists of wireless phone subscribers 

(TRAI, 2024) and 54 per cent are active internet 

users (IAMAI-Kantar, 2024). Internet accessibility 

in low-income states has recorded a higher 

average growth than in relatively higher-income 

I.27  Third, given that more than half of FinTech 

consumers are from semi-urban and rural India 

and more than a third of digital payment users 

there is potential for furthering digital penetration 

and closing the rural-urban gap. Over two lakh 

gram panchayats have been connected through 

BharatNet in the last decade, enabling provision 

of services like e-health, e-education and 

initiatives have also been taken to promote digital 

a community-led participatory approach through  
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), along with broadcasting 

and utilising community radio,

policy strategy for enhancing digital literacy (World 

Bank and IFAD, 2021).

3.2 Bridging Gender, Economic and Social 

Inequalities 

I.28  Digitalisation can play a vital role in 

increasing the contribution of women to economic 

activity and effectively targeting delivery of 

Globally, men outnumbered women internet users 

For low-income countries, the gap increased to 

14 percentage points in 2023, with the mobile 

ownership gap between genders at 17 percentage 

points vis-à-vis one percentage point for high-

income countries and seven percentage points 

Pradhan Mantri Gramin Digital 
Saksharta Abhiyan.
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between gender persists globally14 et al., 

2023).

I.29   Despite gender disparities in internet 

accessibility in India, the gender gap in internet 

gap has implications for expanding the female 

labour force participation rate (LFPR), which was 

41 per cent relative to male LFPR of 78 per cent  

in 2023 (MoSPI, 2024). Digitalisation, thus, offers 

a unique opportunity to reap the demographic 

dividend. Digital tools can contribute to gender-

schedules, virtual workplaces and coworking 

spaces, aiding women in overcoming mobility 

barriers and promoting work-life balance. 

Technologies like virtual reality (VR), augmented 

reality (AR) and blockchain present exciting 

opportunities for women (Patra, 2024a). 

insurance (BFSI), telecom and e-commerce are 

increasingly prioritised by women, with half of the 

female job seekers preferring work-from-home 

options (Press Trust of India, 2023). 

I.30  Digitalisation is empowering India to 

bridge economic inequalities through a paradigm 

shift in social welfare schemes via DBTs. Over the 

last decade and especially since the pandemic, 

through DBT have been ramped up, along with 

I.19). By harnessing DPIs in conjunction with 

social welfare schemes and structural reforms, 

India has lifted 415 million people from poverty 

within a span of 15 years between 2005 and 

2021 (UNDP, 2023)15. Multidimensional poverty 

has dropped from 29.1 per cent of the total 

14 From a sample of 28 countries, including high-income and middle-income countries. 
15 Global Multidimensional Poverty Index (MPI).
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population in 2013-14 to 11.2 per cent in 2022-23, 
surpassing the sustainable development goal 
well ahead of the deadline (NITI Aayog, 2024) .

3.3 Addressing Finance for Agriculture

households and businesses in the informal sector 
remain excluded from credit registries as they 

institutions need to evaluate creditworthiness. This 
exclusion decreases their chances of obtaining 

et al., 2021). 

rural India, despite the penetration of the formal 

of rural households, 31 per cent is sourced from 
informal lenders. Penetration of informal loans 
is particularly high among the lowest economic 

smoothing, social ceremonies and medical 

emergencies together account for nearly 30 per 

cent of total loans availed by rural households 

in 2018-19 (NSO, 2021). This indicates that a 

driven by immediate and essential needs rather 

the agriculture sector. Reforms such as the 

decoupling of income support for all farmers 

through direct disbursement of PM-KISAN 

instalments into bank accounts, the e-national 

agricultural market (e-NAM) for integrating mandis 

online for transactions and development of Kisan 

Suvidha mobile app to facilitate dissemination of 

information to farmers are playing a pivotal role. 

So far, 1,389 wholesale mandis located in 23 

states and four UTs have been integrated on the 

I.33  At end-March 2023, the number of 

operative Kisan
17

than 20 per cent among marginal farmers having 

unavailability of online land and revenue records 

as well as a lack of awareness about the scheme, 

although there is a wide variation across states 

(RBI, 2023a). Digitalisation of agricultural 

Aayog’s National MPI. The National MPI 
retains all ten indicators from the global MPI and incorporates two additional indicators - maternal health and bank accounts, aligning with 
India’s national priorities (NITI Aayog, 2024).

17
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clusion through hassle-free 
disbursement of loans.

provided to state governments through the National 
e-Governance Plan in Agriculture (NeGP-A) for 
initiatives involving AI and Machine Learning (ML), 
robotics, data analytics and blockchain. This is 
enabling IT-based solutions for crop planning and 
health, farm credit and insurance, crop estimation 
and market intelligence. The architecture of 
three core registries – farmer registry; village 

map registry; and crop sown registry – has 

Land Records Modernisation Programme 

(DILRMP) is aiding digitisation of land records, 

minimising discrepancies, enhancing accessibility 

and facilitating seamless land transactions 

taken to disburse crop loans and will accelerate 

the formalisation of land leasing within the farm 

sector, seamless land acquisition and forest 

clearance for infrastructure planning.

mandis
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I.35  Digitalisation is also resulting in better price 
discovery for agricultural households. Around 

from digital sources, including radio/TV/electronic 
media (13.2 per cent), kisan call centres (1.5 
per cent), smartphone-based applications (1.2 
per cent) and agricultural clinics and agricultural 
business (0.5 per cent) in 2018-19 (NSO, 2021) 

3.4 Enabling Seamless Cross-Border Payments

for internationally traded goods and services. 
Technologies like real-time payment systems 
and blockchain enable instant transfers, reduce 
delays and improve tracking of funds. Automated 
processes cut costs, offer better exchange rates 
and ensure regulatory compliance through data 
analytics. User-friendly digital platforms also 
democratise access for small and medium-sized 
enterprises, making international trade more 
accessible. Powered by digitalisation, there has 
been a surge in cross-border payments worldwide 
in recent decades. India is a pioneer in digitally-
enabled remittances and international trade in 

takes one to three business days to disburse 

on average.18 

I.37  The future of cross-border payments will 
be characterised by the setting up of dedicated 
payment rails for instantaneous transfers and 
greater harmonisation of payment regulations 
across borders (Patra, 2023). The Association 

et al.

18

49, March 2024). 

Kisan
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of Southeast Asian Nations’ (ASEAN) Regional 

India’s UPI, is already adopted by countries like 
Singapore, Malaysia and Thailand and plays a 

seven countries19

2024). The Reserve Bank’s Payments Vision 
2025 envisions that integrating with fast payment 
systems of foreign jurisdictions and increasing 

participation in global standard-setting bodies will 
facilitate trade and commerce, reducing remittance 
costs and time. Increased digital payment adoption 

will lower cash usage expenses, boost the share of 
digital payments in GDP and improve transaction 

transparency. The Reserve Bank plans to migrate 
all RBI-operated payment messaging systems to 
ISO 20022 standard to ensure interoperability with 

systems of other jurisdictions. 

3.5 Greening of Infrastructure

facilitate environmental sustainability and a 

circular economy by creating data-driven digital 

economy that support a transition towards a net-

zero emission economy, protect natural resources 

and minimise waste (UNEP, 2022). India has 

committed to (i) achieve 50 per cent cumulative 

electric power installed capacity from non-fossil 

energy resources by 2030; (ii) reduce emission 

intensity of GDP by 45 per cent by 2030 from 2005 

level; (iii) create an additional carbon sink of 2.5 to 

3 billion tonnes through additional forest and tree 

emissions by 2070; and, (v) reduce projected 

carbon emissions by one billion tonnes by 2030 

(PIB, 2021). The share of renewable energy 

in India’s power generation mix has improved 

Gigawatt (GW) of renewable energy capacity by 

2030 (PIB, 2023b), up from 190 GW as on March 

I.39  The escalating demand for digital 

services increases data storage needs, raises 

energy consumption and widespread electronic 

19 Singapore, Nepal, UAE, Bhutan, France (e-commerce), Mauritius, and Sri Lanka. 
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As per the United Nations’ Global e-Waste 

Monitor 2024, India ranks as the world’s third 

largest generator of e-waste in 2022, following 

responsible development and use of technology, 

coupled with adoption of renewable energy 

and formal e-waste management, are vital in 

leveraging digital technologies to combat climate 

challenges.

I.40  The growing imprint of digitalisation in 

all these areas is transforming production and 

consumption patterns of economic agents. 

et al., 2019). 

Under the direct channel, digitalisation can feed 

post-pandemic period across both hardware and 

software charges in India20

20

mobile charges and internet expenses.
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price-setting behaviour and market dynamics, 

with new players enhancing competition enabled 

by e-commerce. Dynamic pricing of goods 

and services becomes possible with digital 

technologies, making prices more responsive 

to economic changes by reducing menu costs, 

improving access to information and enhancing 

2021). Illustratively, price changes for vegetables 

and food items occur once in two and three days, 

respectively, on online platforms in India, which 

As internet penetration expands, there will be a 

I.42  This rise in digital engagement, coupled with 

increasing price and information transparency, can 

also put downward pressure on prices by lowering 

search, replication, transportation, tracking and 

These developments can potentially make the 

monetary policy in securing price stability (Ari et al., 

2023; Friedrich and Selcuk, 2022). Furthermore, 

to improve the transmission of interest rate-based 

monetary policy impulses (Patra, 2021). 
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I.43  While digitalisation opens several 
opportunities across sectors, it also brings in new 
challenges while accentuating existing ones. In 

leading to the introduction of a variety of complex 

emergence of digital players with unreliable 
funding models accentuates vulnerability in the 

structure, with a small set of dominant multi-
product players leveraging network effects and 
economies of scale, alongside a large set of niche 

and lower barriers to entry (Feyen et al., 2021).

I.45  In India’s digital payment ecosystem, 
various UPI applications have emerged21, 
expanding customer choices and propelling 
turnover. The major share of transactions is, 
however, cornered by a few applications, as 

volume and value of transactions on the platform 

the market share of a single third-party application 
provider in volume terms to 30 per cent by 
December 2024 in order to address concentration 

4.1 Cyber Security

owing to the diverse nature of cyber threats 

22 In 

India, security incidents handled by the Indian 

In) have increased from 53,117 in 2017 to 

network scanning/probing/vulnerable services 

account for more than 80 per cent of all security 

I.47  Industry-wise distribution of cyber attacks 

in India shows that the automotive industry is the 

most vulnerable, with smart mobility application 

programming interfaces (APIs) and electric 

vehicle (EV) charging infrastructure emerging as 

major attack vectors. The BFSI sector, governed 

21

22

critical infrastructure systems and the potential for widespread effects across sectors, including banking, by triggering a run-on gas station, 
showcasing the ripple effects of a cyberattack.

s12 + s22  + s23  s2n sn n
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I.48  Globally, cybercrime costs are expected 

8.15 trillion in 2023 (Statista, 2023). The average 

million in 2023, a 15 per cent increase over three 

costs involved, most central banks have increased 

cent since 2020 (Doerr et al., 2022). In India, the 

million in 2023, a 28 per cent increase since 2020 

albeit less than the global average cost of data 

in India are phishing (22 per cent), followed by  

4.2 Consumer Protection 

economy. The success of any enterprise is 

intricately tied to the satisfaction and trust of its 

customers, and thus, adopting a customer-centric 

approach to innovation is vital for sustainable 

growth (Das, 2023a). While digitalisation offers 

enhanced convenience and accessibility, 

also introduces new challenges in ensuring  

customer protection. With the increasing adoption 

of digital payments, the share of complaints 
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related to mobile/electronic banking, ATM/debit 

of the RBI ombudsman accounted for 47 per 

cent of total complaints in 2022-23 (RBI, 2024b) 

a trade-off between competition (thereby, 

enhancing customer convenience) and customer 

protection. Illustratively, while the digital lending 

platforms and buy-now-pay-later (BNPL) services  

bolster consumer convenience, they also entail 

various costs, including exorbitant charges, 

coercive recovery practices and hidden fees. In 

India, BNPL constitutes around three per cent 

2024b). While BNPL is projected to grow 

which could become predatory for customers 

exacerbated by the seamless nature of digital 

technologies, facilitating impulsive spending and 

debt accumulation (Pradhan et al., 2018).

I.51  Digitalisation is also giving rise to certain 

consumers are tricked into making decisions 

detrimental to their interests (Rao, 2023a) 

I.52  The use of extensive customer data 

by companies raises concerns about data 

protection and privacy, potentially compromising 

customer trust and security (IMF, 2021). In India, 

funded FinTech applications23 request permission 

I.53  India is one of the top ten countries in terms 
24

25 and embedded 

they may raise anti-competition concerns due to 

bundled services. 

23 Information is 
tags, viz., payments, alternative lending, banking tech, forex tech, direct remittance tech.

24

25

offer additional items or services aligned with their needs or previous purchases.
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I.54  The declining costs of internet-enabled 
devices and mobile data have enhanced access; 
however, affordability remains a barrier to achieving 

also has immense potential to enhance the quality 

4.3 Reshaping of Labour Markets

I.55  Digital technologies are impacting 
workforce composition, job quality, skill 

requirements, and labour and regulatory policies. 

shifting roles to higher-skilled tasks, automating 

routine functions and aiding decision-making. 

through outsourcing and telework (ILO, 2022). 

Automation replacing labour can potentially widen 

the gap between capital and labour returns, 

creating a fragmented labour market with low-skill/
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low-pay and high-skill/high-pay jobs, while middle-
tier jobs are displaced by technology (Schwab, 

many countries, while the number of professionals 
and technicians rose (ILO, 2022). This is evident 
in the Indian banking sector as well (Table I.1).

 I.57  In digital recruitment platforms, a major 

institutions, with some private sector banks in 
India reporting turnover rates of above 30 per cent 

institutional knowledge, disruption in services and 
higher recruitment costs (Jain, 2023). 

I.58  Upskilling and reskilling the labour force 

shift towards digital-intensive roles. The rising 
importance of AI-related skills in the labour market 

recruitment relative to overall recruitment  in 

University,
of learning and development, however, are 

inadequate for this transformation, necessitating 

at scale, leverage AI in learning and keep pace 

with the swiftly evolving demands of digital skills. 

 The overall hiring rate is computed as the percentage of LinkedIn members who added a new employer in the same period the job began, 
divided by the total number of LinkedIn members in the corresponding location. For each month, LinkedIn calculates the AI hiring rate in 
the geographic area, divides the AI hiring rate by overall hiring rate in that geographic area, calculates the year-over-year change of this 
ratio, and then takes the 12-month moving average using the last 12 months.

Table I.1 Composition of Employees in Scheduled 

Commercial Banks (SCBs)
(Per cent)

Year

2010-11   50 50

2014-15   57 43

2018-19   66 34

2022-23   74 26

 RBI.
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4.4 Emerging Regulatory Challenges

I.59  Digitalisation generates regulatory 
challenges, necessitating that regulators stay 

balancing the complex trade-offs related to 

protection. This will require enhancing the capacity 
of regulated entities and oversight authorities, 
updating legal and regulatory frameworks, 
engaging stakeholders to identify risks and 
expanding consumer education (Patra, 2024b).

contain the irrational exuberance of participants 
and ensure a sound and robust set of institutions, 

In the context of peer-to-peer lending applications 
in India, regulations have been found to have a 
positive impact in building trust, thereby enabling 

supervisory mandates stem from loosening 

entry barriers, potentially risking FinTech 

lending being promoted on weak business 

models with inadequate cyber infrastructure. 

Furthermore, unregulated non-bank payment 

services could disadvantage traditional banks, 

leading to regulatory arbitrage and deposit 

disintermediation (Sankar, 2023). Globally, 

countries have accordingly enacted regulations 

to strengthen enforcement in FinTech-related 

unique characteristics, extensive group entities, 
interconnected activities and transnational 

encourage excessive risk-taking, especially when 

In order to ensure that the peer-to-peer ecosystem 

develops in a responsible manner in India, the Reserve 

Bank issued P2P lending guidelines in October 2017  

(RBI, 2017). The P2P platform has gained momentum 

in recent years. The user experience, measured by 

sentiment scores computed through text mining of online 

reviews of 11 P2P lending applications, has shown 

month of October 2017, coinciding with the issuance of 

the P2P lending guidelines. Average sentiment scores 

rose from (-) 0.04 before October 2017 to (+) 0.13 since 

pandemic. Topic modelling using the Latent Dirichlet 

Allocation (LDA) model suggests that the decline in 

sentiments during the pandemic could be attributed to 

loan rejections, registration issues and customer service 

concerns.

Empirical analysis using autoregressive distributed 

lag (ARDL) models covering the sample period from 

November 2015 to January 2024 provides interesting 

perspectives. The baseline scenario (Model 1) illustrates 

overall digitalisation of the economy proxied by the log of 

(Contd...)
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wireless internet subscriber base and the rate of FinTech 

adoption proxied by the share of mobile payments to total 

digital payments volume (Table 1). The second model 

impact of regulation, represented by a dummy for the post 

October 2017 period, on user experience. This suggests 

that regulation can safeguard customer interests by 

creating a more trustworthy, transparent, credible, 

adaptive and fair environment for both borrowers and 

lenders. The third model (Model 3) reports similar results, 

with the inclusion of sentiment polarity28 in online reviews 

(Schoenmueller et al.,

Model Type ARDL (1, 0, 0) ARDL (2, 4, 0, 1) ARDL (2, 0, 0, 4, 4)

Explanatory Variables 27

I. Long Run

Wireless Internet  
Subscribers 

2.53***
(0.97)

1.84**
(0.82) (0.84)

Mobile Payments 0.01
(0.00)

0.01**
(0.00)

0.01**
(0.00)

Regulation 0.30***
(0.09)

0.27***
(0.09)

Sentiment Polarity 0.55

II. Short Run

-0.07
(0.05)

-0.12**
(0.05)

-0.12**
(0.05)

(0.09)
-0.87***

(0.12)
-0.84***

(0.11)

 (1) 
 (2) 
 (3) 
 (4) 

 RBI staff estimates.

27

28 Sentiment polarity is computed as a ratio of the sum of the number of reviews with rating 5 and 1 over the total number of reviews 
(Schoenmueller et al., 2020).

impacts user experience. While extreme reviews are 

controlled for through sentiment polarity, promotional 

reviews, if any, may affect the results. 

Reserve Bank of India. (2017). Master Directions - Non-

- Peer-to-Peer Lending 

Platform (Reserve Bank) Directions, 2017.

Schoenmueller, V., Netzer, O., and Stahl, F. (2020). The 

Journal of Marketing Research 57(5), 

853-877.

BigTechs handle the customer-facing aspect of 

the value chain without assuming underwritten 

of extensive data by BigTechs can be utilised 

to favour their own products, obtaining higher 

prospective clients via their platforms, engaging in 

product bundling and cross-subsidising activities. 
This can give rise to adverse economic and 
welfare outcomes. 

data that can facilitate the use of advanced models 

sector. The cumulative private investment in AI in 
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India, however, is low relative to the rest of the 

AI patents in the world is also low (Stanford 

with the need to protect individual privacy and 

customer rights.29 The increased use of AI 

algorithms - particularly deep learning models 

challenges, such as lack of explainability, 

potential discriminatory biases, false signals and 

substantial investment requirements to integrate 

closely monitor quantum computing developments 

due to growing concerns about the vulnerability 

of current cryptographic methods in securing 

tested algorithms to mitigate undue risk 

accumulation and uphold underwriting standards 

2023b). Designing responsible and ethical AI 

consideration of ten principles - fairness; 

transparency; accuracy; consistency; data 

privacy; explainability; accountability; robustness; 

29 Transaction data for monitoring suspicious activities can risk customer privacy and exposure to cyber-attacks. To address this trade-off, 
open banking regulations are being developed to securely share data with consumer consent.
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monitoring and updating; and human oversight 

(Rao, 2023c).

of digital payments and trade across multiple 

jurisdictions with diverse regulatory frameworks 

necessitate effective regulation through 

international collaboration, harmonisation and 

promotion of common protocols, standardised 

APIs and secure communication channels. 

Globally, efforts are underway to harmonise 

cybersecurity regulations and anti-money 

Infrastructure and International Organisation of 

issued high-level principles on cybersecurity to 

foster convergence in cyber resilience strategies. 

bank and enabler of the market economy, has 

taken several policy initiatives to address various 

the principles of trust, stability and innovation 

(Das, 2024a). Trust is fostered through market 

reforms ensuring fair conduct, price transparency 

and enhanced disclosures. Stability is upheld 

by orderly market functioning and infrastructure. 

Innovation is promoted through principle-based 

regulation, new products/platforms and market 

access. The regulatory perimeter has also 

ventured into newer business models, product 

lines and geographical territories, ushering in a 

consultative, collaborative and forward-looking 
approach to regulation with customers at the 
centre of innovations (Rao, 2023b).

5.1 Financial and Digital Inclusion

conversational payments in local languages, 
extended payment system access to non-bank 
entities and extended operational hours of 

The PIDF has been launched to broad-base 
payment infrastructure.

5.2 Customer Protection

protection challenges in the digital lending 
ecosystem, the Reserve Bank issued the 
Guidelines on Digital Lending, based on 
recommendations of the Working Group on 

These guidelines include provisions for loan 
servicing, comprehensive disclosures such as 
the key fact statement (KFS), grievance redressal 
mechanisms, credit assessment standards 
and borrower data privacy (RBI, 2023b). The 
implementation of the Reserve Bank-Integrated 
Ombudsman Scheme (RB-IOS) has resulted in 
structural improvements in grievance redress  
mechanism (Das, 2024b).30 Additionally, the 
Bank has initiated public awareness campaigns 

 Kehta Hai’ and electronic Banking 
Awareness and Training (e-BAAT) programme 
across the country to educate the public about 
digital payment products, fraud prevention and 
risk mitigation (Das, 2024c).

30 With a complaint disposal rate of about 98 per cent and an average turnaround time of 33 days.
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5.3 Data Protection

I.70  To tackle issues relating to misuse 
of data, the Reserve Bank has implemented 
data localisation for payments data and issued 
guidelines preventing digital lending applications 
from accessing private information without 
the explicit consent of users. In order to make 
digital payments more secure, safe and sound, 

and institutions. This will avoid any breach or leak 
of data since instead of card details, a specially 
created token is saved with the merchant.

5.4 Cyber Security

I.71  The measures implemented in India to 
promote security of digital transactions include 
two-factor authentication for digital payments, 
increased customer control over card usage, 
faster turnaround time for transaction failures, 
augmented supervisory oversight with simulated 
phishing exercises. The Reserve Bank also issued 
comprehensive guidelines and frameworks for 

and IT Services Outsourcing.31

5.5 FinTech Regulation

I.72  To encourage FinTech innovations, the 
Reserve Bank has launched the Regulatory 
Sandbox scheme, the Reserve Bank Innovation 

regulation through a consultative approach, the 
Reserve Bank has brought forth a framework 
for Self-Regulatory Organisations (SROs) in the 
FinTech sector, laying down the characteristics 
of FinTech SROs (SRO-FT) and their functions, 

governance standards, eligibility criteria and the 
like (RBI, 2024c). The SRO-FT would guide the 
conduct of its members, ensure adherence to 
industry standards, compliance with relevant 
laws and regulations and maintenance of high 
ethical standards, encourage responsible 

of interest, or disputes and foster a fair, equitable 
and competitive FinTech environment in India. 

5.6 Digital Technologies in Regulation and 
Supervision 

I.73  Digital tools like regulatory technology 
(RegTech) and supervisory technology (SupTech) 
are leveraged to broaden the supervisory 
and monitoring frameworks and reassess the 
regulatory perimeter. The Reserve Bank has set up 
an Advanced Supervisory Analytics Group (ASAG) 
to leverage ML models for social media analytics, 

effectiveness. The establishment of an advanced 
off-site supervisory monitoring system - DAKSH - 
is helping to digitalise supervisory processes. An 

major SupTech initiatives being implemented 
for seamless reporting by supervised entities for 
enhancing data management and data analytics 
capabilities, respectively (Patra, 2024b).

I.74  Digital technology infrastructure will be 
India’s growth engine of tomorrow. The focus is on 
next-generation communication technologies like 

5G network to rural and hitherto uncovered urban 

31

requires REs to put in place a robust IT governance framework and adequate oversight mechanisms to ensure accountability and 
mitigation of business risks. 
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areas. Graduating to advanced technologies will 
unleash opportunities in the last mile. Attaining self-

step in ensuring the realisation of the full potential 
of the digital revolution. As the semiconductor 
and chip manufacturing ecosystem matures in 
India, it will create strong backward and forward 
linkages in the digital world through a rise in cloud 
services and data storage including data centres. 

critical while embracing these changes, as they 
involve energy consumption owing to voluminous 
data generation and data storage requirements. 
Demographic shifts impacting the demand and 

be taken care of while making policies.

I.75  Against the backdrop of the contours of 
the digitalisation landscape and the opportunities 
and challenges it presents as it expands, the 
rest of the report is organised into four chapters. 

customers and discusses economic factors that 

India. The chapter also highlights major aspects of 
FIs’ collaborations with FinTechs and BigTechs for 

picking up momentum in India, especially in the 
retail segment. The digital lending landscape is also 
getting boosted by several policy innovations. The 
adoption of digital technologies has improved the 

competition in the banking sector. Overall 

to reduce various risks and improves integration 

liquidity in these markets. The regulatory concerns 

discussed in the chapter along with major policy 
initiatives. 

digitalisation on payment systems architecture, 

the backdrop of the evolution of payment systems 
in India, the chapter undertakes a comparison 
of different modes of digitalisation of payments 
across countries and lays out the advantages of 
open-loop payment systems like the UPI where 
banks and other third-party application providers 
use the existing platform to process and settle 
payments. Empirical analysis in a cross-country 
setting shows that demography, which favours 
the younger population; penetration of internet; 
and size of the formal economy are factors that 
condition the adoption of digital payments. An 
All-India survey indicates that 42 per cent of the 
respondents had used at least one form of digital 
payments in their lifetime (as of end-2022) and the 
numbers are set to rise as more than three-fourths 
are aware of the facilities. The usage was found 
to be higher among metro and urban areas and 
among younger respondents. 

opportunities for India in an open-economy setting. 
Digitalisation matters for trade, especially for India’s 
services trade, given India’s relative comparative 
advantage. Digitalisation in international payment 
systems has the potential to reduce the cost of 
sending remittances and to achieve the Sustainable 

border digital trade policies and digitalisation, 
along with measures aimed at internationalising 

would play a crucial role in harnessing new 
opportunities, supporting seamless international 
transactions, reducing foreign exchange risks 
and managing global liquidity. The availability 
of e-payment services, policy support for digital 
businesses, development of local digital skills 
and data security would help attract digital foreign 
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direct investment (FDI). Going forward, given the 

the measurement of digitalisation and digital 
trade in key macroeconomic statistics such as the 
System of National Accounts (SNA) and balance 

policy formulation, monitoring and governance of 
the digital economy. 

challenges of digitalisation in India from a 
futuristic perspective. This chapter presents the 

of digitalisation in India. Enhancing customer 

and competitive considerations are seen as prime 
drivers of digitalisation whereas cybersecurity, 
data privacy and vendor and third-party risks 
are highlighted as key emerging challenges. 
Implications of digitalisation on consumer 

are also examined. Results from a calibrated New 
Keynesian model reveal that monetary policy 

digitalisation. This emanates from digitalisation-
induced reduction in cost and steepening of the 
slope of the Phillips curve due to lower elasticity 
of demand. The chapter also discusses new risks 
and challenges that digitalisation can bring for 

Reserve Bank’s proactive approach to mitigate 
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The Government of India has introduced key regulations to ensure safe e-commerce usage, including 

accountability and the Digital Personal Data Protection (DPDP) Act, 2023, for comprehensive data protection 
(MoF, 2024). The DPDP Act of 202332 is a landmark legislation designed to fortify the protection of personal 
data in the rapidly evolving digital landscape. At its core, the Act establishes the Data Protection Board 

crucial task of overseeing and enforcing the provisions of the Act. Empowered with substantial authority, 
the Board can direct remedial measures in response to personal data breaches, impose penalties, and 
conduct inquiries into potential violations.

The Act introduces the concept of “Data Fiduciary” for entities handling sensitive personal data, imposing 

data consent centrally, ensuring accountability. Disputes are resolved through an Appellate Tribunal. 
Overall, the DPDP Act of 2023 aims to balance technological innovation with privacy protection.

The General Data Protection Regulation (GDPR), enacted by the European Union (EU) in 2018, marked a 
global shift in data protection laws. India’s DPDP Act shares similarities, focusing on consent, data rights, 
and accountability. It extends jurisdiction broadly and introduces “Data Fiduciary” roles. Unlike GDPR, 

Tailored to India’s needs, the DPDP Act presents a forward-thinking framework with potential advantages 
over GDPR.

Features Digital Personal Data Protection Act (India) General Data Protection Regulation (EU)

designated by the Indian government.
No equivalent concept present.

serve as representatives of data principals, handling the 
processes of reviewing, issuing, overseeing, and retracting 
consent.

No equivalent concept present.

Voluntary Disclosure
without the explicit consent of data principals under the condition 
that the data principal voluntarily provides their personal data 

objections to the processing of said personal data.

The GDPR lacks a dedicated legal foundation for 
voluntary disclosure.

Right to Grievance Redressal

timeframe.

Though it does not outline a distinct entitlement 
to grievance redressal, if a data subject lodges 
a complaint against a controller, the controller 
is obligated to make efforts to resolve the data 
subject’s concerns.

32 The Digital Personal Data Protection Act, 2023 (No. 22 OF 2023). The Gazette of India, August 11, 2023. 


