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DIGITALISATION - TACKLING EMERGING
RISKS AND CHALLENGES

Chart V.23: Same Day Processing of Personal Loan
Applications
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Chart V.24: Share of New and Above-Prime Borrowers in
FinTech Lending

60 1

50 A

40 -

30 A

Per cent

20 A

10 A

2018-19 2019-20 2020-21 2021-22 2022-23 2023-24

¥ Prime and above New-to-credit borrowers

Note: Data pertain to lending for consumer durables and personal loans.

Source: TransUnion CIBIL.

credit for individuals previously excluded from
traditional banking due to factors like lack of
credit history or sub-prime status. This strategy,
however, could entail credit risk for the lenders
due to surge in unsecured personal loans. As per
available information, secured lending through
digital lending partners has also started.

V.36 By leveraging on technology in application
processing, KYC checks, identity and risk checks
with automated scorecards, FinTechs also have a
higher proportion of same day loan processing as
compared to conventional lenders (Chart V.23).
Despite sophisticated lending practices, it is hard
to implement true risk-based pricing by using big
data and advanced technologies, as compared to
the traditional credit rating framework (Johnson et
al., 2023). For India, a study on FinTech lending
firms suggests that alternate credit scoring using
mobile and social footprints can expand credit
and reduce the overall default rate (Agarwal et al.,
2020).

V.37 In India, the share of prime and above-
prime borrowers in FinTech lending has been
rising since 2018-19, suggesting improvement
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in their loan portfolio (Chart V.24). The share of
new-to-credit borrowers serviced by FinTech
lenders has declined, which could be reflective
of the caution exercised by lenders due to higher
observed delinquencies in small ticket personal
loans (RBI, 2024c) as well as proactive measures
by the Reserve Bank in terms of issuance of digital
lending guidelines in September 2022.

V.38 Notwithstanding the fast penetration of
FinTech firms in India, they still face significant
challenges in counterparty credit risk assessment.
A large portion of the population lacks a formal
credit history, making traditional scoring models
less reliable. As per the FinTech lending risk
barometer study conducted by FACE (2023),
issues related to data rank among the top ten
risks faced by the Indian FinTech sector. BigTech
companies from sectors like e-commerce, social
media, and ride-hailing are expanding into
finance, leveraging extensive customer data
to tailor offerings for those with limited credit
history. Even traditional lenders are adopting
FinTech platforms for credit assessment. While
these developments could have a positive impact
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in terms of enhancing inclusion and further
penetration of financial services, they also raise
concerns about concentration risk and potential
spillovers. Therefore, potential risks to public policy
objectives of maintaining competition, market and
business conduct, operational resilience, data
privacy, cybersecurity and financial stability need
closer attention (Das, 2022).

V.39 As per the systemic risk survey conducted
by the Reserve Bank among financial sector
professionals and academicians, cyber risks
have been increasing consistently since 2020
(RBI, 2024c). The dominance of a few technology
service providers, outages or cyber incidents
could give rise to macro-financial stability risks
(IMF, 2024). In India, the incidence of outages, as
reflected in banks’ UPI downtime, has been falling
(Chart V.25).

Policy Initiatives by the Reserve Bank

V.40 To harness the benefits of digitalisation in
the financial sector while mitigating the emerging
risks, the Reserve Bank has been undertaking
proactive policy measures. These include (i)
issuance of digital lending guidelines in 2022,
focusing on credit intermediation, customer
protection, data privacy and cybersecurity issues;
(ii) issuance of guidelines in 2023 for further
strengthening banks’ IT systems as well as
employing robust frameworks for fraud prevention
and detection measures; (iii) issuance of master
directions on outsourcing of IT services in April
2023, which stipulate REs to report cyber incidents
within six hours of detection by a third-party
service provider; (iv) issuance of Guidance Note in
April 2024 for improving and further strengthening
banks’ Operational Risk Management Framework
to identify, mitigate and recover from cyber
incidents and technology failures and enhancing
their ability to deliver critical operations, thereby
ensuring their Operational Resilience; and (v)
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Chart V.25: Banks’ UPI Downtime in India
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releasing the SRO-FT framework in May 2024.
Furthermore, to accelerate and widen the reach of
digital banking services and lessen the hesitation
among customers for availing financial services
digitally, the concept of “Digital Banking Units”
(DBUs) was introduced by the Reserve Bank in
April 2022.

V.41
initiatives for strengthening the cybersecurity
preparedness of supervised entities, including
initiating the process of setting up of cyber range
for conducting cyber drills, examining the feasibility
of implementing the Cyber Sectoral Security
Operations Centre (S-SOC), and conducting
phishing simulation exercises (RBI, 2024b).
It also proposed to set up a Digital Payments
Intelligence Platform for network-level intelligence
and real-time data sharing across the digital
payment ecosystem in June 2024. To enhance

The Reserve Bank also undertook several

the safety and security of digital transactions with
a focus on detecting, preventing, and combating
financial frauds, the Reserve Bank announced its
third edition of the global hackathon, “HaRBInger
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2024 — Innovation for Transformation” with two
overarching themes viz., ‘Zero Financial Frauds’
and ‘Being Divyang Friendly’ (RBI, 2024d). The
Reserve Bank launched initiatives in line with the
Payments Vision Document 2025 across anchor
goalposts of integrity, inclusion, innovation,
institutionalisation and internationalisation during
2023-24 for enhancing the payments ecosystem
and fostering a regulatory environment conducive
to the growth of payment systems. As part of the
agenda for the run-up to RBI@100, the Reserve
Bank has taken initiatives to establish a cost-
effective cloud facility for the financial sector
to enhance the security, integrity and privacy of
financial sector data while facilitating scalability
and business continuity.

4.2 Digital Transactions and Monetary Policy

V.42 The digital transformation of the financial
sector is reshaping the landscape in which
monetary policy operates. Digitalisation influences
various aspects of the economy, from financial
intermediation and credit conditions to market
dynamics and global integration, reshaping the
traditional channels through which monetary
policy affects economic variables such as growth
and inflation. The widespread adoption of digital
payment platforms alters how money circulates
in the economy, which can enhance or mitigate
the liquidity effects of monetary policy. Financial
digitalisation could amplify the effects of monetary
policy by loosening credit constraints. The
monetary policy impact could be dampened if
digitalisation leads to shifting of credit supply from
banks to less-regulated / unregulated nonbanks
(Buchak et al.,, 2018; Elliott et al., 2022; Chen
et al., 2018), or by offsetting reductions in bank
deposits (Xiao, 2020). Financial inclusion can
enhance the effectiveness of interest rate based
monetary policy by increasing the number of
people responsive to interest rate cycles (Patra,
2021). Digital financial system can automatically
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adjust interest rates on deposits and loans in
response to policy rate changes, potentially
accelerating the transmission of monetary policy.
The impact of policy under the risk-taking channel
could be stronger due to digital lending if risk
appetite of FinTechs is more sensitive to changes
in monetary policy (Stein, 2013; IMF, 2016; Ding
and He, 2023).

V.43 The overall impact of digitalisation on
monetary policy transmission is ambiguous
(Hasan et al., 2024). It would depend, inter alia, on
whether financial services offered by non-banks
complement or substitute those offered by banks.
While the complementarity could lead to higher
financial intermediation and stronger monetary
policy transmission, substitution of bank deposits
could enhance financial disintermediation and
weaken monetary policy transmission. Against
this backdrop, the evolution of monetary policy
transmission in India is examined by estimating
the response of deposit and lending interest rates
to the policy repo rate in a recursive regression
framework for the period April 2004 to March
2024. The results suggest an improvement in the
degree of interest rate pass-through since 2016-
17, reflecting, inter alia, the combined impact
of the adoption of flexible inflation targeting
(FIT) framework in 2016 and the introduction of
mandated external benchmark system for lending
rates for select categories starting 2019, even as
there has been rapid pace of digitalisation over
the same period (Chart V.26).

Digitalisation and Inflation

V.44 Digitalisation also has implications for
the primary monetary policy objective of inflation
management. Digitalisation can impact the
flexibility of prices, relative prices of online and
offline products, market competition, and market
concentration, all of which may potentially
influence the New Keynesian Phillips Curve
(NKPC) — the central element of the workhorse
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Chart V.26: Rolling Regression Estimates of Monetary Policy Transmission
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model employed by modern central banks
for assessing inflation dynamics and policy
evaluation. Digitalisation can increase the degree
of flexibility in prices (Anderton et al., 2021;
Anderton et al., 2020). It can also reduce menu
cost as changing the prices of goods is possible
at almost zero cost without reprinting price tags
or re-establishing pricing strategies. Information
costs have also undergone significant changes
under the influence of digitalisation. Digital tools,
such as search engines, e-commerce platforms,
and social media greatly reduce the time and
energy costs for consumers to obtain information,
compare prices, and make purchasing decisions,
thereby changing the process of price formation
and adjustment (Cavallo, 2018; Cavallo, 2017;
Jiang and Zou, 2020). Digital technology is key in
reducing menu and information costs and reducing
price stickiness. A decrease in price stickiness
may weaken the effectiveness of monetary policy
(Alvarez et al., 2016; Glocker and Piribauer, 2021).

V.45  Algorithmic pricing strategies in the digital
realm may lead to collusion, resulting in prices
above competitive levels. Additionally, the large
initial investment in digital technologies, coupled
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with lower scaling costs, can lead to a higher level
of market concentration and the emergence of
natural monopolies or “superstar” firms. The rise
in online product competition can lower inflation,
while the increase in market concentration of
firms, and the resulting higher mark-ups and profit
margins, could lead to upward inflation pressures.
The net effect of digitalisation on the market power
can vary across sectors, depending on changes
in market competition, inflation responsiveness,
and changes in the structure of the NKPC.
Digitalisation forces can, thus, impact inflation
by impinging upon all the key components of the
NKPC, i.e., the slope, mark-up, slack (output gap),
and inflation expectations (Chu et al., 2023):

= aE{neq} + Be—y8) +  y(d)
Expectations  Slope Slack Markup
Channel Channel  Channel Channe

Where, a,f and y are constants, m, represents
current inflation, E{m .} represents the current
expectation of the one period ahead inflation,
(vt —¥¢') represents the current slack, i.e., the
deviation of current output (y;) from potential
level (¥¢'), and d, represents time-varying markup
emanating from price elasticity of current demand.
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V.46 The slope channel is dependent on
the price stickiness (i.e., the fraction of firms
not adjusting the prices), the price elasticity of
demand, the elasticity of marginal cost to sales
and the elasticity of firms’ mark-up (Anderton
et al., 2021). The NKPC could become steeper,
making inflation more volatile if the impact of
higher price flexibility, induced by digitalisation,
outweighs the impact of greater availability of
product varieties. By lowering the labour share
in aggregate output, the digitalisation-induced
higher market concentration may reduce the

slope of the NKPC, while the availability of
more product varieties can offset the impact of
increased market concentration, and lower mark-
ups. Technological shocks can impact mark-
ups and marginal costs more frequently, which
may negatively affect inflation expectations and
the stability of the NKPC. Given these diverse
channels, a small-scale New Keynesian model,
calibrated to Indian macroeconomic conditions,
suggests that digitalisation can, on balance,
enhance the effectiveness of monetary policy
transmission (Box V.2).

Box V.2
Impact of Digitalisation on Monetary Policy Transmission

To study the potential impact of digitalisation on monetary
policy transmission, a New Keynesian model with three
equations, namely dynamic IS equation, NKPC, and an
inflation-targeting interest rate rule, is considered (see
Gali, 2015). The IS equation captures, inter alia, the
responsiveness of aggregate demand to the expected
real rate of interest. The NKPC characterises the
responsiveness of inflation to the output gap along with
backward-looking and forward-looking inflation expectation
components. The interest rate rule features inflation gap
and output gap, including the interest rate smoothing
term. To assess the implication of digitalisation, a baseline

model (Banerjee et al., 2023; Sharma and Behera, 2022) is
compared with counterfactuals performed by changing the
structural parameters of (i) labour’s share in the production
process, (ii) price stickiness, and (iii) elasticity of demand
as an indicator of competitiveness in the market. These
parameters are changed one at a time and the resulting
paths of impulse responses of output gap and inflation are
compared.

In the baseline model, a 100 basis points (bps) rise in
the policy rate leads to a fall in output and inflation by 40
bps and 25 bps, respectively, at their peak (Chart 1). In
the scenario of digitalisation improving factor productivity,

Chart 1: Effects of Digitalisation on Monetary Policy Transmission
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the peak effect of monetary tightening on output remains
the same while that on inflation is lower at 20 bps. If
digitalisation were to lead to a decline in nominal rigidity by
10 per cent, say, due to the rising online presence of retail
stores and dynamic pricing algorithm, inflation fall could
be higher at 35 bps. If the price elasticity of demand falls,
inflation could drop by 30 bps (5 bps more than its baseline
level) due to steepening of the slope of the Phillips curve.
Considering all three channels together, the peak impact
of a 100 bps increase in the repo rate on inflation could be
around 35 bps (10 bps more than its baseline level).

Monitoring and Forecasting in the Age of Big
Data

V.47  An improved understanding of digitalisation
induced changes in the behaviour of consumers,
firms and financial intermediaries would be
necessary for enhancing the effectiveness of
data-driven policy making. The availability of large
volumes of data enabled by digitalisation has
opened up scope for the use of Al/ML techniques
for faster processing and analysis of data as well

as for macroeconomic forecasting (Chart V.27). In

References:

Banerjee, S., Behera, H., and Patra, M. D. (2023). A
Prototype Dynamic Stochastic General Equilibrium Model
for India. RBI Bulletin, July.

Gali, J. (2015). Monetary Policy, Inflation, and the Business
Cycle: An Introduction to the New Keynesian Framework
and its Applications. Princeton University Press.

Sharma, S., and Behera, H. (2022). A Dissection of Indian
Growth using a DSGE Filter. Journal of Asian Economics,
80, 101480.

central banks, Big Data and Machine Learning are
being used in avariety of areas, including research,
monetary policy, and financial stability (Doerr et
al., 2021 and Serena et al., 2021). Big data and
ML can improve inflation forecasting performance
(Chakraborty and Joseph, 2017; Singh and Bhoi,
2022); however, elevated geopolitical tensions,
more frequent climate shocks and high volatility
in global financial markets and commodity prices
continue to pose significant challenges for the
assessment and forecasts of output and inflation.

Chart V.27: Global AI Adoption
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5. Concluding Observations

V.48 Digitalisation is India’s
financial sector by changing the way financial
institutions operate and interact with their
customers and provide financial products and
services. Amidst several benefits, e.g., fostering
innovation, expanding access, enhancing

competition, reducing intermediation costs, and

transforming

improving customer experiences, digitalisation
also brings new challenges in terms of complex
financial products, greater interconnectedness,
cybersecurity risks, financial frauds, and
customer protection, with implications for macro-
financial stability. These issues need to be
addressed to realise the full potential of financial
digitalisation.

V.49 A survey of select banks and NBFCs in
India indicates that providing enhanced customer
banking experience, remaining competitive,
and improving operational efficiency and risk
management are the major drivers of their
digitalisation efforts. There is an improvement
in customer acquisition and retention due to the
adoption of digital technologies. Banks and NBFCs
benefit from collaborating with FinTech companies
in providing products and services, and they
prefer regulation of FinTechs. The respondents
view cybersecurity, data privacy, and third-party
risks as their prime concerns.

V.50 Digitalisation can impact inflation
and output dynamics, and monetary policy
transmission in diverse manners and the overall
impact could vary over time given the fast pace
of developments. In this environment, central
banks would need to incorporate digitalisation
aspects comprehensively into their models for
the continued efficacy of monetary policy and the
achievement of their price and financial stability
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goals. Empirical analysis suggests a strengthening
of monetary policy effectiveness amidst reforms in
policy framework and operating procedures, along
with the ongoing digitalisation in India.

V.51 Digitalisation can also bring new risks and
challenges for customer protection and financial
stability. While improving accessibility and
convenience of financial services for customers,
digitalisation raises concerns related to impulsive
spending, herd behaviour and data security. The
Reserve Bank has been undertaking proactive
policy measures to harness the benefits while
mitigating the emerging risks of digitalisation
in the financial sector. The regulatory sandbox
approach has produced practical and innovative
solutions in domains such as retail payments,
cross-border payments, MSME lending and
prevention of financial frauds (Das, 2023). By
integrating digital payment systems and FinTech
innovations into its regulatory framework, the
Reserve Bank has maintained financial stability
while fostering economic growth. The RBI has
set out guidelines for banks to implement robust
cybersecurity measures, ensuring the safe and
secure functioning of digital financial transactions.
While encouraging innovation, the Reserve
Bank is also proactive in safeguarding customer
interests (Patra, 2024). These measures include,
inter alia, formulating a charter of customer rights,
integrated ombudsman scheme for grievance
redressal, laying down of fair practices codes for
lenders, and several consumer awareness and
educational programmes to reinforce confidence
of stakeholders in the financial system. Through
these strategic initiatives, the Reserve Bank has
been playing a constructive role in creating an
innovation-friendly ecosystem in the financial
sector consistent with its macro-financial
objectives.
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