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The Chairman/Managing Director/Chief Executive Officer,
All banks

Madam/Dear Sir,

Programme on Incident Response and Cyber Security in collaboration with CERT-IN for
IT and Information Security Official — September 02-04, 2025 (Online)

Across the world, banks have been continuously looking for ways to leverage technology for
enhanced level of engagement with customers to boost business, save cost and offer
convenience. Banking has been transformed with increased adoption of IT. However, along
with the ease and expansion of products and services, there are a new set of challenges with
IT. Cyber Security has emerged as a focus area for all businesses, especially banking. Indian
Computer Emergency Response Team (CERT-IN) is the country’s nodal agency to deal with
cyber security threats and strengthens the security-related defence of the Indian Internet

domain.

2. We are happy to announce that CAB, Pune is conducting a three-day Online programme

on Incident Response and Cyber Security in collaboration with CERT-IN from September
02-04, 2025 for Officials working in IT and Information Security functions of all banks. The
programme will be conducted online on Cisco WebEx platform. A laptop/PC with a stable
internet connection is sufficient for participating in the exercise. Participants should have basic
understanding of log analysis. The other details regarding the programme are provided in
Annex.

3. We, therefore, request you to send the nomination(s) from your bank for the programme
by August 29, 2025.

Yours faithfully

BeallneGe Qs

(Saugata Chakraborty)
Programme Director
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Reserve Bank of India, Pune Annex

Programme on Incident Response and Cyber Security in collaboration with CERT-

IN for IT and Information Security Officials — September 02-04, 2025

Rationale

Across the world, banks have been continuously looking for ways to
leverage technology for enhanced level of engagement with
customers to boost business, save cost and offer convenience.
Banking has been transformed with increased adoption of IT but
along with the ease and expansion of products and services, there
are a new set of challenges brought with IT. Cyber Security has
emerged as a focus area for all businesses especially banking. The
Indian Computer Emergency Response Team (CERT-IN) is the nodal
agency to deal with cyber security threats and strengthens security-
related defence of the Indian Internet domain.

Objectives

The objectives of the programme are: -

» Tofamiliarize the participants with the emerging trends of cyber risks
in India.

» To sensitise participants on various regulatory guidelines related to
cybersecurity.

» To provide practical insights about reporting of the cyber incidents
to CERT-IN

» To make the participants aware about the advisories issued by
CERT-IN

Training
Methodology
and Assessment
for Certification

Interactive lecture sessions on Cisco WebEx.
PS: Participants are requested to join in through Computer /Laptop
with having Camera and Mic

Date & Time to
Join

10:30 hrs on September 02, 2025

Target Group

Officials working in IT and Information Security functions of all banks

Medium of
Communication

Bilingual (Hindi and English)
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Contents

¢ Regulatory Guidelines on Cyber Security
e Cyber Crisis Management Plan
e Advisory Issued by CERT-IN
e Reporting of cyber incidents to CERT-IN
e Cyber Drills Conducted by CERT-IN
e Hands on Cyber Exercise at CERT-IN platform
8 | Training Hours 10:30 to 17:30 hrs. (including breaks)
(Each Day)
9 | Fees per
participant Sr Target Group Fees
No. (Including 18% GST)
1
Commercial Banks 7,611/-
2 Scheduled UCB, Non-Scheduled UCBs
with deposit base of more than Rs.100 4,779/-
crore, state cooperative banks
3 SFB, Non-Scheduled UCBs with deposit
base of less than Rs.100 crore, Small 2,832/-
Finance bank, Payment banks
10 | Nomination e Nominations will be accepted on a first-come, first-serve basis
Process o .
eThe banks are requested to forward the nomination(s) in the
prescribed format through email on nomination.itps@rbi.org.in.
PS: UCBs are advised to correspond with the CAB through email id
from their own domain. If the UCB does not have an email domain of
its own, then they may send the above information through a signed
and sealed letter.
11 | Payment of Fees | Programme fees are payable in advance, before the programme start

date, BUT payment may be made ONLY after confirmation by
CAB. Payment of programme fees is to be made only through NEFT
(not through RTGS) only to the following account: -
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Name of the Account Course Fees, CAB, RBI, Pune

Account Number and 8711268

Type of Account Current

PAN AAIFR 5286M #

Name of the Branch CAB, RBI, Pune

IFS Code RBISOPUPAO1 (both 0 in the code represents
ZERO)

GST Reg.N0.27AAIFR5286M1ZG *

# 1. Under section 48 of RBI act 1934, RBI shall not be liable to pay income tax or super
tax on any of its income, profits or gains.

* 2. Services by Reserve Bank of India are exempted from GST vide
NotificationN0.12/2017 — Central Tax (Rate) dated June 28, 2017 SI.No.26.

12

The following information/details will be forwarded to the email ID of the participants one
/ two day(S) before the scheduled programme

¢ Reading Material & Time Schedule of the Programme.

13

e For any nomination related enquiries, you may contact nomination desk (Shri Amit
Patil - 020-25582344) and e-mail- nomination.itps@rbi.org.in

Programme Directors (PDs)
PD 1

Shri Saugata Chakraborty, GM CAB, Email:
saugatachakraborty@rbi.org.in

Pune
Mobile: 9870071069
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Reserve Bank of India established the College of Agricultural Banking (CAB) in 1969 to provide
training inputs in Rural and Cooperative Banking. Subsequently, recognizing the changing
needs of the Indian financial sector, the College expanded its scope to provide training in other
areas like agricultural banking, MSME financing, Financial Inclusion & Literacy, Human
Resources & Leadership, etc. From the Academic Year 2021, the College has further identified
four focus areas (4 Cs), namely, Corporate Governance, Cyber Security, Consumer Protection,
and Compliance Management, to build capacity amongst the bankers and financial
professionals to enhance the robustness and service standards in the financial system.

The College also conducts programmes and research conferences in collaboration with various
institutions. The College further conducts customized training programmes for institutions, both
national and international, as per their specific requirements.

The College has been nominated as the ‘Nodal Institution’ for imparting training to various
stakeholders of UCBs on cyber security under the Mission ‘AVTU’ in 2021, apart from being
nominated as the Nodal Institution to impart specialized NAMCABs workshops in the area of
MSME financing, since 2015.
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