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The Chairman / Managing Director / Chief Executive Officer
Urban Cooperative Banks (Level lI- IV: Digital Depth Criteria)

Madam / Dear Sir,

Programme on Data Centre Management and Cyber Security Operations Centre-
December 29- 31, 2025 (Offline at CAB Campus, Pune)

The College of Agricultural Banking (CAB), Reserve Bank of India, Pune, is organising

a three-day Programme on Data Centre Management and Cyber Security
Operations Centre (CSOC) from December 29-31, 2025 at the CAB Campus.

2. Background and Rationale

Modern financial institutions increasingly rely on resilient, secure and well-architected
Data Centres (DCs) to ensure uninterrupted operations, regulatory compliance, and
customer trust. Simultaneously, the rise in sophisticated cyber-attacks has made
Security Operations Centres (SOC/CSOC) integral to timely detection, monitoring

and incident response.

Experiences from national and international breaches show that vulnerabilities often
stem from inadequate DC architectural controls, weak configuration management,
insufficient environmental safeguards, and gaps in SOC processes such as alert
correlation, log analytics, threat hunting, and vendor oversight. Strengthening

institutional capacity in these domains has therefore become essential.

Against this backdrop, CAB is conducting this programme to help participants develop
an integrated understanding of DC infrastructure, security requirements, and end-
to-end SOC operations, drawing upon the structure and themes of past offerings on

the subject.

3. Programme Objectives



To provide an overview of the Data Centre Management including
international standards, types of DCs and evolution of DCs.

To sensitize participants about the Cyber Security aspects related to
banking and implementation of Cyber Security Operations Centre for
improvement in posture.

To make the participants aware about the infrastructural requirements viz.
physical, network, computing and storage devices deployed in Data
Centres.

To familiarize the participants about the Audit related aspects of Data Centre
& SOC.

4. Course Content

The broad themes proposed to be covered include:

Vi.

An overview of Data Centre architecture, evolution and international
standards.

Physical, network, computing and storage infrastructure deployed in DC
environments.

Cyber-security aspects of DC management and the implementation of
Cyber Security Operations Centres for improved security posture

Tools and processes such as SIEM, PIM, SOAR, EDR, and alert
management

Audit and oversight of DC and SOC functions, including vendor
management and configuration hygiene

Good practices in Business Continuity Management (BCM) and

operational resilience.

5. Nominations

You are requested to nominate suitable officials from your institution who are

involved in IT operations, infrastructure management, cybersecurity, or audit functions.

Nominations may please be sent by December 22, 2025. The nomination form is

enclosed. Kindly send the completed form to nomination.itps@rbi.org.in. For

nomination-related  queries, please contact Shri Amit Patil (email:
nomination.itps@rbi.org.in, Tel: 020-25582344)



PLEASE NOTE: Acceptance of Nomination is on a first come first serve basis.
The Fees may be remitted only after the nomination is confirmed by the College.
In case of in-campus programmes, there is batch size constraint, if seats are full
prior to last date of nomination, further nominations will be rejected even if sent

before the last date.

Important Dates to Remember

Particulars Date

Programme Dates December 29-31, 2025

Last Date for Receipt of Nominations December 22, 2025

Reporting at CAB December 28, 2025 (Sunday) Evening
Completion of Programme 5:00-5:30 PM on December 31, 2025

Participants may report to the College in the evening of the day preceding to the

Programme and may vacate on conclusion of the Programme.

Yours faithfully

(Suresh Kumar Kandswamy)
Programme Director
Encl: As above
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